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ABSTRACT

The task of the ship immune system is to differentiate self objects, i.e. objects that are not
dangerous to our ship, from other objects that can be a potential threat. To perform the task
the system makes use of a set of detectors. The detectors imitate signatures of non-self objects
and they are generated at random. In order for the detectors to be able to effectively perform
their task they have to be constructed in appropriate way. Since, random generators are used
to form detectors the problem is to select a generator producing the most effective detectors.
In order to select an appropriate generator, experiments were carried out. In the experiments,
the task of the ship immune system was to differentiate self and non-self ship radio stations.
Results of the experiments are presented at the end of the paper.
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INTRODUCTION

Ship Immune System (SIS) [8] is Artificial Immune System (AIS) [1, 2, 3,4, 5, 6]
whose the main task is to differentiate self ships from non-self ones. The identification
of ships is performed based on their signatures, e.g. radio signals generated by ship
radio stations. To identify a ship its signature is compared to detectors memorized in SIS.
If at least one detector is similar to the signature, the ship is considered to be non-self.
Otherwise, it is treated as self.

In SIS, the detectors are generated at random. All detectors which classify
self ships as non-self are removed. The remaining detectors are used as ‘mature’
detectors to identify ships. Generally, in SIS, the detectors can be in the form of real
valued, integer valued or binary vectors [8]. In all the cases, the problem is how to
generate detectors so as to make SIS possibly the most effective. Since, generating
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integer valued or binary detectors seems to be simpler than generating real valued
ones, in the paper, the problem of generating real valued detectors is raised. The
main goal of the paper is to suggest several example detector generators and to select
the most effective of them. To this end, experiments were carried out. In the experiments,
the task of SIS equipped with detectors generated by means of different generators
was to differentiate self radio stations from non-self ones. Results of the experiments
are presented at the end of the paper.

The paper is organized as follows: section 2 outlines SIS; section 3 presents
detection schemes used in SIS; section 4 proposes several example detector generators;
section 5 reports the experiments, and section 6 summarizes the paper.

THE CONCEPT OF SIS

Generally, SIS works as AIS. That is, at first the set of signatures of self
ships is created. The signatures from this set are used to create the set of mature
detectors of non-self ships. Once the set of self signatures is created the system starts
to generate immature detectors. The immature detectors are generated at random.
Each immature detector is compared to all self signatures. To survive and to become
mature an immature detector has to be different from all self signatures. Otherwise,
it is eliminated and replaced with other randomly generated immature detector. The
process of generating immature detectors is continued during all the ‘life’ of SIS. This
makes it possible to adapt the system to continuous changes of signatures. Immature
detectors which passed the test become mature detectors. The mature detectors partici-
pate in the identification of objects. To detect non-self objects the mature detectors
use detecting schemes (or matching rules) measuring similarity between the detector and
the signature of an unknown object. The process of detecting non-self objects by means
of the mature detectors, in detail, is described in the following section. The lifetime
of the mature detectors, like their immature counterparts, is not infinite. The mature
detectors can also be eliminated.

This can happen in two situations. First, when they are responsible for mis-
classification of a number of objects in turn. Second, once they are selected for
replacement. The replacement of mature detectors with new immature detectors is
performed periodically and is necessary in order for the set of mature detectors to
include, all the time, up-to-date detectors. The detectors for replacement are selected
at random, based on their lifetime, or based on frequency of detections performed by
detectors. The simplified model of SIS is presented in figure 1.
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Fig. 1. Model of SIS

DETECTION SCHEMES

To detect non-self objects the mature detectors use detecting schemes. The
detection schemes measure similarity between a detector and a signature of an object
being identified. Models of AIS created so far use detectors and signatures of objects
in the form of binary strings. Usually, to identify non-self objects the models mentioned
use the following detecting schemes: Hamming distance, r-contiguous-bits rule [3].
However, in the case of ships, we usually deal with signatures in the form of real
valued vectors. To detect ships represented in the form of real valued vectors the
following detection schemes can be used [7, 8]:

1. Detection scheme No. 1 (Euclidean distance)

xM Uy = d=(x,y)< 6, (1)
where:
X,y — real valued vectors;
d* — Euclidean distance;
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0  — aparameter;
XM° — means that the vectors X, y match each other.

2. Detection scheme no. 2 (Partial Euclidean distance)

XMy <3 x(i, rIMUy[i, ], )

where:
X[i, r] — a window of size r included in the vector X;
the window begins from the position i.

3. Detection scheme No. 3

XMy =3 v |x[j]-yli]<s. 3)
i jei.itr
where
X[i{] — i"™ element of the vector X.

4. Detection scheme No. 4
XMWy 3 xMOWy[i ], (4)

where:
the vector X is of size r.

All the schemes specified above were used in the experiments reported further.

GENERATING DETECTORS

In SIS, three elements decide about effectiveness of the system, i.e. type of detec-
tors, parameters of detectors, and the method for generating detectors. The latter element
influences the way of locating detectors in the space of ship signatures. Theoretically,
the detectors should fill up all the space of ship signatures except areas with concentrations
of signatures of self ships. However, in the case of real valued detectors and ship signa-
tures in the form of radio signals, it seems that it is not necessary. The detectors should
rather be located only in areas where radio signals can appear. In other places of the
space the detectors are unnecessary. Nevertheless, the task of generators of real valued
detectors still seems rather difficult. They have to produce detectors which have to sur-
round signatures of self ships all over. Leaving holes in the space where signatures of non-
-self ships can appear can contribute to great difficulties with right identification of ships.
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Generally, to generate real valued detectors many different random generators

can be used. Figure 2 presents several example generators which can be applied for

that purpose. Each of them generates vectors including elements scaled to the range
<0,1>. Example detectors produced by means of the generators from figure 2 are

presented in figure 3.

16/2010

d)

genRandomDetectorl()

for(int i=1;i<=d.length;i++)
d[i]=rand()/RAND_MAX;
@}

genRandomDetector2(parameter)

{
for(i=1;i<=d.length;i++)
d[i]=(randQ%(parameter+1))
/parameter;

genRandomDetector3()

y=self_signatures.getRandom();
for(i=1;i<=d.length;i++)
dlil=1-y[i];

c)}
genRandomDetector4()

y=self_signatures.getRandom();
for(i=1;i<=d.length;i++)

}

d[i]=abs(y[i]-rand()/RAND_MAX);

genRandomDetector5(parameter)

y=self_signatures.getRandom();
plus=rand(Q%2;
noise=rand()/(parameter*RAND_MAX)
for(i=1;i<=d.length;i++)
if(plus)
d[i]=y[i]+noise;
else
d[i]=y[i]-noise;
if(d[i]>1)
dli]=1;
if(d[i]<0)
d[i]=0;

Q}

Fig. 2. Implementations of generators No. 1-5
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Fig. 3. (a) pattern signature of ship used to generate detectors presented in points (¢), (f), (g),
and (h); (b) example detector created by generator No. 1 (fig. 2a); (¢), (d) example detectors
created by generator No. 2 (fig. 2b, parameter = 5 and 20, respectively); (¢) example detector
created by generator No. 3 (fig. 2¢); (f) example detector created by generator No. 4 (fig. 2d);
(g), (h) example detectors created by generator No. 5 (fig. 2e, parameter = 2 and 10, respectively)

All the generators specified in figure 2 were tested in the experiments reported further.
EXPERIMENTS

The main goal of the experiments was to select the most effective generator

for each detection scheme specified in section 3. In the experiments, ships were repre-

sented by radio stations. Accordingly, the task of SIS was to differentiate self radio
stations from non-self ones.
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Radio signals

In the experiments, ships were represented in the form of encoded radio signals
emitted by warship radio stations. Before the signals were used to represent the
ships, first, they had been subjected to a feature extraction process. Initially, a discrete
spectrum of each signal was fixed. To this end, a discrete Fast Fourier Transform
(FFT) was used. Next, a central sample (S.) of the most informative part of each
spectrum was determined. In the following step, vectors including 600 samples to
the left and 600 samples to the right from the central sample S. were created. The
vectors were then scaled to the range <0,1>. Since, vectors of size 1200 were still
too long to represent ships in SIS (it was very difficult to generate random detectors
of size 1200 that would be although slightly similar to any signature of a ship), they
were further reduced in size to vectors including 100 samples. To generate signatures
of size 100, in the experiments, methods (5)—(8) were used:

y[i]= FFT""[i]

L i=1,...,100; (5)
FFT,,,,

Y= FFT"™™[i + 550] el

100 (6)
FFT,,,

Y] FFT™™ 123 - 1) +1]

,i=1,...,100; 7)
FFT,,,,

Y [i] = FET oo e [12(i = 1)+ 1,12]
FFT,,,,

,1=1,..,100, ()

where:

y' [i ] — i" element of signature y;
FFT"™" [i ] — "™ sample of radio signal FFT;
FFT,,,x — maximum value in radio signal FFT;

FET %, o [i, r] — average value for a fragment of F/FT started at sample i.

In the experiments, all the methods above were tested in terms of their use-
fulness in SIS.
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Fig. 4. (a) example signature of size 1200; (b)—(e) signatures of size 100 generated by means
of methods (5)—(8) respectively; signatures (b)—(e) generated from signature presented in point (a)

Experimental results

In the experiments, each generator was combined with all the detection
schemes and with all the methods used to form signatures of ships. Each combination
of the generator, the detection scheme, and the method used to produce ship signa-
tures was tested 30 times. In all the combinations, the following parameters were
used: » = 10, number of detectors = 5000. The value of parameter J was always
adjusted to a detection scheme and to a generator. With regard to parameters of de-
tector generators the following values were tested: 5, 10, 20 for generator No. 2, and
2, 5, 10 for generator no. 5.

In the experiments, three sets of radio signals were used. The first set (set
No. 1) contained 919 learning signals representing three self warships. It was used to
prepare each method. The next set (set No. 2) included 900 signals representing the
same three self warships. The set was used to test all the methods. The last set (set
No. 3) was composed of 791 signals generated by three warships considered to be
non-self. This set was also used to test all the methods specified above.
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The results summarizing all the experiments are presented in tables 1-4.

Each cell in the tables includes percent of all mistakes (wrong identifications of signals
from set No. 2 and 3) made by SIS for a selected combination of the generator, the
detection scheme and the method used to form ship signatures. The experiments

showed that generator No. 5 with the parameter equal to 2 appeared to be the most
suited for schemes (1) and (4). Generator No. 2 with the parameter equal to 5 turned

out to be the best for scheme (2). The same generator with the parameter equal to 10

was the best for scheme (3). The experiments also showed that the best solution for
all detection schemes is when ships are represented by means of the first hundred

samples extracted from original ship signatures of size 1200 (method (5)).

Table 1. Results of experiments for scheme (1) (the best result is bolded)

method (5) method (6) method (7) method (8)
generator No. 1 47.6% 50.8% 50.2% 50.7%
generator No. 2 | 47.4% (param=20) | 53.8% (param=20) | 50.2% (param=20) | 52% (param = 20)
generator No. 3 47.1% 46.7% 46.6% 47%
generator No. 4 47.1% 54.4% 59.7% 48.6%

generator No. 5

30.2% (param=2)

46.7% (param=2)

46.6% (param=2)

51.4% (param=5)

Table 2. Results of experiments for scheme (2) (the best result is bolded)
method (5) method (6) method (7) method (8)
generator No. 1 19.5% 65.6% 69.1% 59.7%
generator No. 2 | 16.7% (param=5) | 55.4% (param=5) 62.5% (param=5) 54.4%(param=5)
generator No. 3 44% 46.5% 47% 46.8%
generator No. 4 18.9% 52.6% 57.5% 61.5%
generator No. 5 23.1% (param=2) 43% (param=10) 39.9% (param=5) 46.3% (param=5)
Table 3. Results of experiments for scheme (3) (the best result is bolded)
method (5) method (6) method (7) method (8)
generator No. 1 24.5% 63.8% 66.8% 55.5%
generator No. 2 | 19.1% (param=10) | 54.2% (param=5) 69.1% (param=5) 56.7% (param=5)
generator No. 3 45.1% 46.9% 59.6% 47%
generator No. 4 20.1% 57.3% 60.6% 62.6%

generator No. 5

22.7% (param=2)

44.2% (param=5)

52% (param=10)

49.6% (param=5)

Table 4. Results of experiments for scheme (4) (the best result is bolded)
method (5) method (6) method (7) method (8)
generator No. 1 30.3% 45.7% 53.4% 48.2%
generator No. 2 29% (param=20) 44.6% (param=20) 54% (param=5) 47.7% (param=10)
generator No. 3 41.9% 54.6% 46.8% 46.8%
generator No. 4 28.5% 49% 57.4% 50%
generator No. 5 | 19.3% (param=2) | 41.3% (param=2) | 54.6% (param=10) | 37.5% (param=5)
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SUMMARY

The key problem in SIS is a way of generating detectors. In the paper, a few exam-
ple detector generators were proposed. To test the generators experiments were carried out.
In the experiments, the task of SIS was to differentiate self warships from non-self ones.
To represent warships, radio signals were used. The experiments showed that two genera-
tors should be used in SIS, i.e. generator no. 2 and generator No. 5. The former should
be combined with schemes (2), (3), whereas the latter is well suited for schemes (1), (5). In
addition to adjusting generators to detection schemes, the experiments also made it possi-
ble to determine the most effective representation for ships. In the experiments, it turned
out that the best solution for SIS is when ships are represented by means of the first hun-
dred samples extracted from original ship signatures of size 1200.
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